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1
Decision/action requested

This contribution proposes analyses the KIs defined in TR 33.845 and Solutions to KIs included in the TR and proposes Conclusions for the TR.
2
References
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3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data".

3
Rationale

TR 33.845 [1] currently contains the following KIs: 

· KI#1 is related to separation of authentication subscription data from subscription data.
· KI#2, KI#4, KI#6 and KI#8 are related to the protection of the LTK, OPc, OP and SQNHE during storage in UDR respectively. 

· KI#3, KI#5, KI#7 and KI#9 are related to the protection of the LTK, OPc, OP and SQNHE during transfer over Nudr respectively. 
Table 3-1 shows the mapping of the solutions proposed in the TR with the corresponding KIs. 
Table 3-1: Mapping of Solutions to Key Issues
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As it can be seen in Table 3-1, there is only one solution for KI#1. Solution#1 proposes the use of a UDR dedicated for subscription data and further isolation of the authentication data within this UDR based on internal implementation techniques based on capabilities defined in 3GPP TSs and which do not require any additional specification work. 
Proposal 1: It is therefore proposed to conclude that solution for KI#1 can be based on the existing mechanisms already specified by 3GPP as described in Solution#1 and that no additional normative work is required. 

Solution#4 for KI#2 and solution#10 for KI#4 are based on the same principle to store the LTK and the OPc in encrypted form in UDR. As mentioned in section 4.2.3 of the TR 33.845 [1], TS 29.505 [2] already defines that the LTK and the OPc are stored in UDR in encrypted form. Additionally, solution#2 and solution#6 for KI#2 relies on the OAuth tokens to control the access to LTK in UDR (i.e. to allow only read access to UDM). Although not mentioned by any solution, the use of OAuth 2.0 tokens will be also applicable to protect the access to the OPc.
Proposal 2: It is therefore proposed to conclude that no additional normative work is required for the solution for KI#2 and KI#4 since the protection of the LTK and the OPc in UDR can be based on the storage of the LTK and the OPc in UDR in encrypted form as already specified in TS 29.505 [2] and described in solution#4 and solution#10 respectively. Additionally, the use of the OAuth 2.0 based authorization framework can ensure that the LTK and the OPc are read only by UDM. 
Solution#3 and solution#5 for KI#3 and solution#8 for KI#5 are also based on the same principle to transfer the LTK and OPc in encrypted form over Nudr. Additionally, solution#3 and solution#7 for KI#3 propose that the access to the LTK in UDR is authorized using the resource level authorization capabilities defined for the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 [2] in Release 16. Although not mentioned by any solution, the use of OAuth 2.0 tokens will be also applicable to protect the access to the OPc. Finally, solution#3 to KI#3 also defines that the LTK over Nudr will be protected by TLS as any other SBA reference point.     

Proposal 3: It is therefore proposed to conclude that no additional normative work is required for the solution for KI#3 and KI#5 since the protection of the LTK and the OPc over Nudr can be based on the use of the resource level OAuth 2.0. authorization tokens defined in 3GPP Release 16 and on the transfer of the LTK and the OPc over Nudr in encrypted form and protected by TLS as already specified by 3GPP. 

Solution#11 for KI#6 and solution#9 for KI#7 are related to the protection of the OP during storage in UDR and during transfer over Nudr. The solutions proposed are the same as for protection of LTK and OPc i.e. based on storage and transfer of the OP in/from UDR in encrypted form. However, TS 29.505 [2] does not define the storage of OP in UDR in the first place. In principle, there should be no need to store the OP on the UDR within the authentication subscription data for each UE as normally, the ARPF can apply the same OP value to all the UEs which use the same algorithm (as identified by the corresponding algorithm identifier applied to each UE). It is therefore not justified to request CT4 to include the OP as part of the authentication subscription data stored in UDR. 
Proposal 4: It is therefore proposed to conclude that no additional normative work is required for the solution for KI#6 and KI#7 since there is no need to store the OP in the UDR. 

Finally, there is no solution proposed for the protection of the SQNHE during storage in UDR and transfer over Nudr required by KI#8 and KI#9. Therefore, no conclusions for these KIs is provided. 
4
Detailed proposal

It is proposed to upate the conclusions section of TR 33.845 [1] as follows. 
**** START OF CHANGES ****
8 Conclusions


The following principles are proposed to be part of interim conclusion for this TR: 
· Regarding the separation of authentication subscription data from subscription data as required by KI#1, the use of a UDR dedicated for subscription data and further isolation of the authentication data within this UDR based on internal implementation techniques using capabilities already defined in 3GPP TSs as mentioned by solution#1 can be applied without the need for any additional specification work.
· Regarding the protection of the LTK and the OPc during storage in UDR as required by KI#2 and KI#4, the LTK and OPc shall be stored in encrypted form in UDR as mentioned by solution#4 and solution#10 respectively. TS 29.505 [2] already defines that the LTK and the OPc are stored in UDR in encrypted form so there is no need for any additional specific work. Additionally, the use of the resource-based authorization introduced to the OAuth 2.0 authorization framework during release 16 can ensure that the LTK and the OPc are authorized only for read purposes only to the UDM as mentioned by solution#2 and solution#6.
· Regarding the protection of the LTK and the OPc during transfer over Nudr as required by KI#3 and KI#5, the use of the resource-based authorization introduced to the OAuth 2.0 authorization framework during release 16 and the transfer of the LTK and the OPc over Nudr in encrypted form and protected by TLS as already specified by 3GPP and as mentioned by solution#3 and other solutions can be applied without the need for any additional specification work. 

· Regarding the protection of the OP during storage in UDR and transfer over Nudr as required by KI#6 and KI#7, the conclusion is that in principle there is no need to store the OP in the UDR so no solution and no additional normative work is required. 
**** END OF CHANGES ****

